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NIST (National Institute of Standards and Technology : K EETIZ 2R HTHFZE
FT) 13, BRI EFICH T CEEICET 2T 21T ) KEEERICET
% B EE

& NISTDHBH

NISTRIZ L, 1BRIANICEEd 2835217 > TWLWABITL (Information Technology
Laboratory) 7% %,

ITLIZBHREATICE L T62D 9 E (Security, Information Access, Mathematics
and Computational Science, Software Testing, Networking Research,
Statistical Engineering) O AZ{T>TW 3%

TLoF Oy E2—XEF2UT4ICEL THRZTLEEXXEZRITLTL
%5 DHCSD (Computer Security Division) & FE(E., FIPSXSP800> 1) — XD
NEZFKITLTWS,

https://www.ipa.go.jp/security/publications/nist/nist_publications.html
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SP SP 800 HARZA4 >, FiTEsRE. #HREEIE,
(Special Publication)  (Computer Security) SEERRE  BEOY T —-XHn

SP 1800 L2t

(Cybersecurity Practice Guide)

SP 500

(Information Technology)
IRINISTIR) NISTDPIER & 7= I3 R L K —
CSWP FIPS. SP. IR&E L TEITINTL AL

— MBI IR T A b R—s— B A N—
FAUTARTTANY —BEEDONAX
ITL Bulletin NISTOEF 2V T4 ELPTTAN
—CEAT A2HERY. R T L, 7 0E
J1yhDRRBE
¥ |ITL Bulletinlz B REBE DO -HSEFATTRE L AL
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SR (AN g loT. B 5G) . vy 7 —7.
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® FHETR

ERcEs ]

ESEXDEND)

COMPUTER SECURITY RESOURCE CENTER®Publications®IEH®D > 5 XD D %

FEENSKROEEET S, (https://csrc.nist.gov/publications)

74 WY A B Y AHE
FIPS 1114 114
SP 2354 7114
NISTIR 2421% H84
CSWP 29¢ | SI8FF [T g | 165fF
Cybersecurity Framework Version 1.1
https://nist.gov/cyberframework 1% 1%
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QO NSTOLF2 T ABEEDIZEE - HA4 KT 4 VIER
NISTOEF 22U F 4 BEEOBRIINISTOR—L~_X—TD [COMPUTER
SECURITY RESOURCE CENTER(https://csrc.nist.sov/) | ICF BN TEHY
ZDOH D [Publications(https://csrc.nist.gov/publications) | ®IEBRHIZ, NIST
HRITDOEF 2T AEEZE - HA N TA VDEBERHA LN TS,

NIST a

Information Technology Laboratory COMPUTER SECURITY

COMPUTER SECURITY RESOURCE CENTER Cong oo

Projects Publications

Publications + NIST develops and maintains an extensive collection of standards, guidelines, recommendations, and research on the security and privacy of
information and information systems. This includes various NIST technical publication series
Topics
FIPS Federal Information Processing Standards: Security standards. Legrn more
News & Updates _ o
sp NIST Special Publications
Events Guidelines, technical specifications, recommendations and reference materials, comprising multiple sub-series:
SP 800 Computer security lsom more
Glossary SP 1800 Cybersecurity practice guides Lsom more
About CSRC + SP 500 Information technology (relevant documents)
IR NIST Internal or Interagency Reports
(NISTIR) Reports of research findings, including background information for FIPS and SPs.
CURRENT PUBLICATIONS l, cswe NIST Cybersecurity White Papers

General white papers, thought pieces, and official cybersecurity- and privacy-related papers not published as a FIPS, SP, or IR.
NIST Series Pubs @

Final Pubs ITL Bulletin NIST Information Technology Laboratory (ITL) Bulletins (1990-2020)

= Monthly overviews of NIST's security and privacy publications, programs and projects.
Drafts Open for Comment Y " y P Y Py g and proj

All Public Drafts
View By Series @ Find more of our research in: White Papers, Journal Articles, Conference Papers, and Books. More of these publications from before 2008 will be added
FIPS to this database
SP 800 series

All SP series

Inclusive language. We recognize that some NIST publications contain potentially biased terminology. As we revise publications, we are reviewing

and editing that language based on NIST’s inclusive language guidance. New .,blz'adonf n development will also follow that guidance.

MISTIDe
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(HH88) https://www.itu.int/en/ITU-T/about/groups/2022-2024/Pages/sgl7.aspx
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€ ITU-TSGL7 R—L~_—
https://wvvvv.|tu.|nt/en/ITU—T/studygroups/2017—2020/17/Pages/defauIt.aspx

Committed to connecting the world
w» H3  Frangais Pycckui o IT UPP

BUCHAREST2022

Wha

at would you like to search for? Q

-‘!

About ITU-T Events All Groups Standards Resources Study Groups Regional Presence Join ITU-T

SG17: Security

YOUARE HERE [TU >HOME >ITU-T >STUDYGROUPS > STUDY PERIOD 20172021 > SG17 SHARE o 0@ O
For SG17 homepage in the 2022-2024 study period: click here Tools Bocamentition Neons
MyWaorkspace N
Contact : / f
MEETINGS (2017-2020) Create/manage ITU account (TIES & Guest)

ITU-T SG17 e-meeting calendar & SharePaint

SG17 at a glance ) .
g collaboration site

Mandate and lead roles All SG & WP Meetings [Cs - LS In - LS Out - Reports - Collectives] Informal FTP area and mailing lists archives
E-meeting, 07 January 2022 Delegate resources b
Structure [Cs-TDs - LS In - LS Out - Reports — Executive summary]

Electronic Working Methods (EWM)
E-meeting, 24 August - 03 September 2021

Management team [Cs - TDs - LS In - LS Out - Reports- Executive summary] Document sync tool

E-meeting, 20 - 30 April 2021 ITU-T Recommendation number allocation list

Questions under study and :
[Cs-TDs - LS In - LS Out - Reports - Executive summary]

Rapporteurs ITU-T Recommendation series structure
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ISOL IECOERIZEES (ISO/IECJTC1) IcBWT. 158 +€
LIZHEAAB YT S EIEE4(SC)

|]]]I]

\

Tae |SO/IEC JTC1 SC27 (Information security,
===d Cybersecurity and privacy protection)

( E@t*xaUT 423V x> b2 270 )
L ISMS t*al T« o2 e
_ ‘ [/ N\
WG 4 B =Tl D N =Ry RSy Sl !
27400 loTt ¥ 2 ') T «

TAT>T AT AEERET T4 50 —Hiif
29184 7+ > 54 > T 54 NS —EmeREE

24760 IDEEE T L — LT —2 29100 T 54 NS —T L— LT —7

27701 7 5 4 NS —fEESE 29134 7 5 4 /NS — B EEITAf '

ISMS: Information Security Management System  Pll: Personally Identifiable Information

29151 PIRFESEERH 20889 7 7 41 NI BRILT — R E4AIL
' FEEtEtXxa) T4 XD L
11770 @& H 9798 T > 7 4 T 4 PBiE
18033 I iFEEERT 5 18033 /A BHg@rr = 13888,14888,9796
8372,10116 FE BFIH E— I 15046 #[ ghigps e 7 1 ¥ 8 VEA a
u 10118 v > 2 BAsk 9797 X v t— VRBIE

19

BHRExa) T4 F'a%?“%)lfﬁﬂﬁiiﬁ{tﬁ%U FHES MU EEAB ARG S/IEC EEHESE/ —MEREABREZE L IREZES (2021£18280)
[EC. ISO/IEC JTC1 SC27T#IC BT 2 EHREF 2 U T 4 1ZHEIRR] (B ERFBEAEERMMREM R HANN—=7 4 CHILEF 2T AR X — HEMME) L VIEHE
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loT. 72

kS

24 ~L

WG

ISO/IEC 27002: 2022
Information security, cybersecurity and privacy protection — Information security controls

WG1

ISO/IEC 27017:2015
Information technology — Security techniques — Code of practice for information security controls based on ISO/IEC 27002
for cloud services

WG1

ISO/IEC TR 27103: 2018 Information technology — Security techniques — Cybersecurity and ISO and IEC Standards

WG1

ISO/IEC TS 27100:2020 Information technology -- Cybersecurity -- Overview and concepts

WG1

ISO/IEC 15408-2:2008
Information technology -- Security techniques -- Evaluation criteria for IT security -- Part 2: Security functional components

WG3

ISO/IEC 15408-3:2008
Information technology -- Security techniques -- Evaluation criteria for IT security -- Part 3: Security assurance components

WG3

ISO/IEC 29147:2018
Information technology -- Security techniques -- Vulnerability disclosure

WG3

ISO/IEC 30111:2019
Information technology -- Security techniques -- Vulnerability handling processes

WG3

ISO/IEC 27400:2022 Cybersecurity -- loT security and privacy -- Guidelines

WG4

10

ISO/IEC 27701:2019 Security techniques -- Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information
management -- Requirements and guidelines

WG5H

11

ISO/IEC 29100:2011 Information technology -- Security techniques -- Privacy framework

WG5H

12%

ISO/IEC CD 27402.2 Cybersecurity — loT security and privacy — Device baseline requirements

WG4

13%

ISO/IEC CD 27403
Cybersecurity — loT security and privacy — Guidelines for loT-domotics

WG4
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Information security, cybersecurity and privacy protection

https://www.iso.org/committee/45306.html

Standards About us News Taking part Store
==

ISO/IEC JTC 1/SC 27/

Information security, cybersecurity and privacy protection

About

Secretariat: DIN

Committee Manager: Mr Sobhi Mahmoud
Chairperson (until end 2024): Mr Dr Andreas Wolf

ISO Technical Programme Manager [TPM]: Mr Hakim Mkinsi
ISO Editorial Manager [EMI]: Ms Isabel Veronica Nelson

Creation date: 1989

Scope

The development of standards for the protection of information and ICT. This includes generic methods,
techniques and guidelines to address both security and privacy aspects, such as:

Security requirements capture methodology;
Management of information and ICT security; in particular information security management systems,
securily processes, and security controls and services;

= Cryptographic and other security mechanisms, including but not limited to mechanisms for protecting
the accountability, availability, integrity and confidentiality of information;

e Security management support documentation including terminology, guidelines as well as procedures
for the registration of security components;

e Security aspects of identity management, biometrics and privacy;

* Conformance assessment, accreditation and auditing requirements in the area of information security
management systems;

e Security evaluation criteria and methodology.

SC 27 engages in active liaison and collaboration with appropriate bodies to ensure the proper
development and application of SC 27 standards and technical reports in relevant areas

Quick links

Work programme
Drafts and new work items

Working area
Working documents (user account required)

ISO Electronic applications
IT Tools that help support the standards development
process

© Communications and Information Network Association of Japan. 2023. All rights reserved. 18
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TSDSI. TTA,

Technical Specification Groups (TSGs)

The Working Groups,

s, meet regularly and come together for their quarterly TSG Plenary meeting,
ir work is presented for informatio

n, discussion and approval

TSG CT Core TSG RAN TSG SA
Network & Terminals Radio Access Network Service & System Aspects
v v v
CT WG1 RAN WG1 SA WG1
CTWG3 RAN WG2 SA WG2
WWWWWWWWWWW [ SA WG3 ]
CCCCC RAN WG4 SA WG4

RAN WG5S SA WG5S

AAAAAA SA WGE

HBE) https://www.3gpp.org/3gpp-groups
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3GPP TSG SAWG3 (SA3) TlE. Ex*xaUF4a &7 73ANN—D=HD7 —*F
T7F 70N ILOEGECHEHEDOTERZIT> TS,

& TRELBVY—-X | '
& 22 series : Y —EXHE ( . )
@ 33series (¥ YT A HE e
® 35series X2 UT4T7IILTY XL

H ) https://www.3gpp.org/specifications-technologies/specifications-by-series
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https://www.3gpp.org/dynareport?code=TSG-WG--S3.htm
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@IPA (Information technology Promotion Agency)
(3JCIC (Japan Cybersecurity Innovation Committee)
@JETRO (Japan External Trade Organization)

®x oA > 2 —2v bEdE
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\

& MNMEEH A/ N—tF 2T 4T (ENISA)ICTEEOHAF. EER. FTHE
B I UREREFEEE L CEUNBEZOGRE LY A NN—tF 2 ) T 4 F
EERZER L. BONESERDEICSL L TR T 2 BEDERZRIE,

/2 Area of Application of Regulation

CO nteXt EU 5G Threat Landscape /

EU 5G Toolbox of risk mitigating measures

/
/
, CSA [ Call for Ad-Hoc Working Groups in } ...other developments Y 4

emerging technologies
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