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introductory_technical_white paper v1%2018-09-14.pdf
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[1] Shaoging Ren, Kaiming He, Ross Girshick, & Jian Sun. “Faster R-CNN: Towards Real-Time Object Detection with Region Proposal Networks”. NIPS 2015.
http://mp7.watson.ibm.com/ICCV2015/slides/iccv2015 tutorial convolutional feature maps kaiminghe.pdf

[2] SegNet/R—ARX—=> http://mi.eng.cam.ac.uk/projects/segnet/
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[1]1 LIBSVM -- A Library for Support Vector Machines https://www.csie.ntu.edu.tw/~cjlin/libsvm/

D ‘\\,{margi\:l
— —> _ _
=S RA(LDH) | HS T~ h— LA BN = FEST 25 B
(HPfT) ovencv.org (HHFF) 25> T ot — RAZ

Copyright (C) 2017 CIAJ All Rights Reserved 38 W= EHRRA2016FERERBHREENR LD



SVM & Histograms of Oriented Gradients (HOG) %&ﬁéﬁ:ﬁﬁb\t%%éﬁﬁcwqj

B BN SHOGHHE (BFFHE) L. TNZRHEC U TSYVMZRAVWTHMESRZTFER T DT ETY)
HRORHEITD CENHERD

B BAREDORZEZRZ1TD5 < BFIRRERMAIFZELTHENO) UR MREREN R EE (L2 D.

B COFEZRAWZERMEAFRR & U TEENEEDERD ADR#HN 0D

o HOGHMHZE(Z. EfRZILICHHEE. EFHZTILICHEIL. WIRESOHEZERX M (JOv D) DEX

NS LAZERELZED
o HOGHHEICKD. EFHADIEEDELDIRFIRZ i UYIARDFEMNHERD
o ZTDMDYMASRICAWDIFHEL U T, BAEDEZAVZHaar-likefFHEPCREBAOAEDORERICER UL

Edge of Orientation Histogram (EOH) ¥#E/x NS

170w 7:3x3€ L i
AEIEIESE, E
NEIFNEIL] )
XIw A A A T
SAENERE
I AESEQENE 2
- 1557 =L 0° 160°
ANER EE LR BAEAFREARTS A
HOGYHHZE
(PR fRAFE TEE0 BEEHARE

YA DEMIXER N ASIZE D A DFHH E A

DOREEIZHEANBCENTES, 2D, IRELT-
EgEEETI-ONDEBHENDEENENT 5L HOGHHHZ= (C KD ADER5kDAI
FHEIND, (HFF) >y —

Copyright (C) 2017 CIAJ All Rights Reserved 39 W= SHAFRA2016FEERTRBIREGER LD



RAST Ry NT—27 CiA)

B RREFRZHERCKIDERT DTS T DILETILT, BAUERNS. TORE LD ERKFOERZ KD
DT ENHERD

B JNAA—)LOHIE. WAF, IDSIREDREGINZITOTF 1 UT v EHim, I—Y—DRERMPBEDRBAEREN S
BUZEREERIDILIAT R - S XFT A BRDOZTEWD TZICAGING D

B[RRI SERNFELE T DMEAME(LERBZ)N DN > TLWDIGEE, BEROBRINSRERDHERSMZEET D

o ILA—IERASTORY NDO—OTHEATZRG. % ||® WebZTUF—>32T7A7—Tx—)L (WAF) DR TH

< DEFED'JX MTHRTIL Viagra, Hello, Java)ZHREU. 2Scutum T, WEDSQL(Z"UNION"X>"SELECT /2 ED
ENENHBFELTCLBRNESHERMBEETS ZFFINEENTNBEV D THENS, TOBENBEEE
o IAA—IDEIRIMWNEZD (—E) BURITHRD TLBAA CHOMEREITT S
TR NI—O%ECFA =T NA DB EER o WNEDIRHEZETEIDIRE. FHAULTEENS—EBETDED
J— ROEERNEET DDT. NAMEEZRHNTTFHSIEIC
stELTLL

— 5 o _/— ROWEXDORY ND—IDHNMNEENEIKICERDE
' MhEL, \WENICEDHDDOTF 1 —Z20hT0 291
@ —1—3I)LRY NRETIENEINT SwIRY I THDN,

RAZT 2R NI—=DTEFRDA bRy I X(TTED> TWLB.

! firue 0255
Viagra [ El=REEE

I 5[5 = 05 @
frue 21
[ e Ty

RINLA—=)LHIBI (EFT) Scutum #4700

Scutuml(ZI5 I RFEDOWAFTHY . BIENISIREREBT S,
COESBISORBEQOREGOFANEZLEBEENEKRT S, WAFADIGA () Scutum #4200

Copyright (C) 2017 CIAJ All Rights Reserved 40 W= SHAFRA2016FEERTRBIREGER LD




Federal Big Data Research and Development Strategic PIan(>|<,2016)CIAJ

o KEEHIKATAFTTOT S ALANITRDICEWVWT(F, MBERER LBUYIREBREDZHIC, EvIT—5ZEH
LicA IR=232%ZBIHITDEHICTIAS AT LADIEREARIR LR HEEBICHS I DMAFTHFEE
B SRIE

® 7DMHER (Fid) Z#BIF. ZEHUIHELINITRD BIG DATAREILCH W TELEN (CHAFKHFEINEZE

B B EvOT-YOEERKIMZESENT DI L TRIEROEDZAIE

> T=ADHYAX RE—R, EBHSOBK(CHIGULLIBEED T —)L77Y T EFHDRNA 25T T — ADFHFE

> TAEEORNLRY DOEH, T55 R (CH T DIRIBIEOER

> GENIOREZERLU CGIEZT —YRAIICBE S INEIIREY I NI T - TIT7A2R - A2 ITSASSTF v DRFE
B EER2 [ EURERIRE. FRNORER. BEDF CIITHDIHDT —FDEREE(CE T DEREDZEL

> THHAEE THEREBEELRRDIT-AMBNMNITDZLET, BRBRECSVWTT —HYREBOEEM(C12D, >T —FRBEBRRE
(CHITDBEAMDHER. T—IDEEEZERT DICHDAIFT—FITL—LT—0 (T—IKE. ~bL—BEUFT1F) DIBE

> T—ADEREMEE. truthfulness (i.e., internal validity or credibility), applicability (i.e., external validity or transferability),
consistency (i.e., reliability or dependability), and neutrality (i.e., objectivity or confirmability)D#E&1 & UTEIR

> T—AERECLDEBBRENDBIEDIZSHDY —)LHFENEE
B B3 EvIT—4 - A INR— 3 FAREICT DA A > T SDORIF

> GENI, XDi2 EESMEEETEREE, 4> AT —HEICKDIERIL. HITNEEDIZH AT —FIZEAE(L(ISO/IEC ITC 1 SG Big Data)
B R4 S —SDOHBEEEZ{EE T DIBERICK DT —FDMfEDRE L

> THDEESDIICIDIUWERDMEE, Data.goviC K DBIFDT —F =M u] SRR DT —4 & UTARH
m S5 EvITF—SDIRE. HE. FRCHITIDI TS/ — tFaU7+r. mEOHFRE

> TANEEET—IRMEED/ID—)\S O RZNIECRD. T—FERAICKDENREMBEBORLERSILRENKDSND.
B 6 BELOMAMICHIIREZWILCIEVIFT—IBE T IEDRMKDNE

> TP AT2 5T+ AN T DIEEEREFIADIRGT & BEHRFAHEBIDEE R
B 7 ERNREYVIT DA IR— 3> TAS AT AICHITDEEDHEE

> RifiET—IHBICRAT IEFINREEZHHRT D,

Copyright (C) 2017 CIAJ All Rights Reserved 41 W= EHRFRAT016FERARBHREEN LD



T EEREIEAE  © v T — &5kl CiANJ

o EviIsr— Qﬁﬂ‘ﬁ}im@ﬁi’i AbvOZph. ARU—=AZRDT. DIEERCHFEL. A MY IRDHE
=BI(C, TR, FT—ST. FEITESRDBICHEEL TL\B,

o Cvw I —SIDEAMDRRFLHEEE. IBMEZEDITAR A —DAtl. NTT, KDDI/REDBEESE. NEC, Hiz,
E @R B EMRENR YN EAICAIET D,

o XAbYIURKMTIE. ZtRET —HDEaD. METE. TS50/ —RE S —HIVAZINBERSE
NCcd,

o S —HFIEMITClE. T—HRBEEEC L D TORIMPEEEZ T T2 K DIz iERdl. BB h L HYEA
Fnsd

L) e A 3 £:2 — O — - -
I ARI= LR w|
T — _-L\ﬁﬁ Land
L1 AR—LRTLE mh | AFY—LM 4
] F:J LT —450EE J I?ﬂlﬁl L8 LI g 13m
I I — . X AR — J-\V“(—Jo‘ 1,200 A i 1M —— |
-_— _— — L} _— - — — N L] T . E==3 T S T T - I-I:u! - J *_'Bﬁﬁﬁ[ﬁﬂl '-."
THRER Rhos RATRH | P - L 1300 |
= I T—4Hi N i AL | TP I D, -
T s T > — 5 ‘ n
e PR e ——— e (=25 L 500 —~—l—._._.___‘
(T—ATATL—3) RRAT X1 DB ';L_AE’\.. BT = I T4 .___h.__,d_,.___h.ﬁ—--—.—.--“"‘//. Wy
i E AN > . To —KE =iy " p
-BE77DB E%?taw//o) it I8 Lo FAf = e —————
Bl . R | e —e-
*Weba 72 E,VT _ ~A[1R1E . e e —— S P
D EIN-T/ T8t | | prmmee | HHRE % e e e e
" U :/9‘%#& *Im:/z El'.‘l 2001 i:l;:l! ki 2004 e et WG 3007 FO0E TG b 011
ATAAXE I I SR B | FLGE o s
"NIFATAT . - — - R - T—SRHTER e L
DB TFA I AT L DB TSN —1{RE oAb IR EEN e 2 — LR .l i
-SRI F LB L AT L TF—AWE AL
L] I I IS ] .. e LB e | H I I IS L] ’ v— F E *
X |0t H A HuERR
SHBRIT-oHERENA
AN AV e\ , - > & J w E
E w7 —S DDA Emk : YT

Copyright (C) 2017 CIAJ All Rights Reserved 42 W= SHAFRA2016FEERTRBIREGER LD



TI—2 - AT UD TR (M

=+ Al)

SR —T 2.0

CINJ

e J—>-A>FUST>RIL. Virtual worldh SPhysical world (CRSEDEKX
o TEBEIMLEBIEIEDEHNIE. ABDIRXID—E% 218 I DHuman-in-the-loop> A+ ALAEH B,
o HFYBIAFIE. AIRDIFRE. AIRATT(CHMGER (CIRE

SODEBEEEHE U, AICML . COLXIREDREZEHE LTS,

o X5—

Machine Intelligence LANDSCAPE

ARTIFICIAL
INTELLIGENCE

DEEP MACHINE NLP

LEARMING LEARMING PLATFORMS

SIIMWATSON [T Mmintod o i ) copcieriner coniExl jik
Facory

Aerurnera al-one |. !;&hm. Gueglestr i ;n.u-,

@Creory Masoarch ol Coople  JUU i fumee

@ m 2 T A 3 . ml-\}’l

S
WSOl

RETHINKING ENTERPRISE

SECURITY /
AUTHENTICATION

engdamarer  CoMjur
o ivewy  J OTSIGHT
CYLANCE T2 i) bhemm

FRAUD
DETECTION

% sift science (© secune
ThreatMelie fecdzol
Br ghterlon WEFEMIN

HR/
RECRUITING

TalentBin vl
pred ki Connect!|

ﬂ\‘SO
Relateln NG ')J\T.-'I
aciinianicar  PROMEE
~Anfer m:ausﬂa

ﬂmw-& idibon

wit.al

ar

gld hiD i

PREDICTIVE
APIS

};. AP (YMEND
G gua bl indhco

it

MARKETING

RETHINKING INDUSTRIES

ADTECH AGRICULTURE

BLUBERIVER S TErpnion
- &

l‘!‘!'_.%'.-.:-.:t tiile 3

EDUCATION
@eclara  coursera
3 KNEWTON *mpﬁ“‘r

FINANCE
[ eTamanEErs dshiier y
YieldMao

seroacketfuel

@) aparan

OIL AND GAS

B Dabamine

"
—

MEDIA / CONTENT CONSUMER

FINANCE

Buthrain nessle AR
SAILTHRU wavii [EE5
T 3 by

biota Affirm v

S Bl Ly 2T

kaggle

Copyright (C) 2017 CIAJ All Rights Reserved

Bloombarg
A aphasense KEMSHEC
s
AT,

PHILANTHROPIES

Datakind hafﬂ

43

-]
ITLax Moching  brighiieat
CoussELyTics RAVEL
JUDICATA

R

2 drevin

AUTOMOTIVE

Cosgle  @ninemas

F_m'_ -

rluetll

X Alberta Innovates Centre for Machine Learning (AICML) .

5. Geoffrey Hinton, Yoshua Bengio, Yann LeCunid &5+ —J5——

N7y ThE (G, BHERBOBFENIZEZEIR REOVRVETO RO—- %K. FEECSITINILAT7EE)

CORE TECHNOLOGIES

IMAGE
RECOGNITION

clarifal mapaTs
mwresearch [l
VisEnlE [lockiow

PERSOMAL
ASSISTANT

MANUFACTURING

@SIEH'
HACH I b
MICROSCAN

£ IVISNS i

DIAGNOSTICS

@ eniiic | 235cAN

e

lumiata

) TRIFACTA ‘*?é

Sfomr

SPEECH
RECOGNITION

i GRIDSPACE
popYP archive
TaNUANCE

INTELLIGENCE
TOOLS

@anatan O Palantic
s

MEDICAL

W Paraval S rromcriptic
& ERPHYR
[

@mminmcine DING TUTE
RETAIL
un BAY SENSORS

p FRISH SHTLANS

celect * euchd

£ diffaat kirmono

(t#8) The current state of
machine intelligence 2.0

Creative Destruction Lab (CDL)

W= SAFRF2016FEZTRHEHREER LD



Intelligence eXchange (IX) ~AID>RY ND—TFREBET S b T A — L~ C'AJ

¢ —1—3JIILRYKNI—DDZFBCEWAIPEEIY —IANWMETH D, FBEHDDNNT—H(E. FHitEDH
BZIETEDTHD. ML LU TMEZEHEHT .

o FBEHDNNT—HZRMBEEDITSY hIA—LZIBEIDILET. FBOIHDRMTIHRETEY Y —
RfERU. AIORFEZ EHERZINRTDIENTE D,

¢ JOXA)\R - A>FUDT>XRIF. EBBEH_1—IILRY NDIO—IONRE T Tzl iz
DT Sw T4 — /I [ntelligence eXchangel #BEDEKLZESDH TUND,

ARFENAETIVR AESERLEET
T—2%FH T —aE B
3

IXH—/\—

HERRED
> 2gLIE ATHgEmmee | o2 DNNA

I

DNNF>7L—bh
= EADNN
F—2LB 70—

weEl e e

el ¥ (TensorFlow
X372 (REFE®. DM =8
wsmeEm) | Coress)

FOM AT LERE F—AMBT DNNZEEBXR{TRIE-ZE a3 7ER

$BET—4

JE AN

k e ) NTUTIX

ORI R - A>T UZST 2 ADFBEHF 1 —JILRY ND—0 - T—FDRBI SV h T4 —AIX
(H88) BEILYOZIR 2016/6F

Copyright (C) 2017 CIAJ All Rights Reserved 44 W= SHAFRA2016FEERTRBIREGER LD



TYS - A3FUSTIR ~AlRY hO—2 - T—E55F pEF L~ CLANI

Rt H—F7—4, EILIBA IFEMZETI VS - SXSFATERTETLRL,
OSIRG—EXICHUT, I—HEDELRERBTIYVY - S XFTLADMMEZERAR{IEUIZLY,

UP)ILIA LER, sSTEVUY —ZAREDFHHNEZEZEL., Tv>E050 ROEBEIDIEIC K DMEEDR B E
IS5 ROZFRY—EXZHAENDE CI—YCIRBEI D7 U~ H—EX)\T
AR/VRZFERAUIEH—MNRI—YA>AT 1 —X/A—HITOARII XOEREEIR

IoT@*ﬁE&Z(;B WC. BRDEH THDLY ZDHIAS X5 A IMEZ &AL
T O —FT—HDEHBERCH LT, Ty>/I5D ROEEIDBICKDFEHGIRE/AETEET )L ZER

5EE Ei'kd)jju O —LARFEE U CEDOXIECEDEARAS MR U THET D,

fiRE - ——X

FeitT RS

EERDBEINE
HufHa 4k

SRK 3L AY¥7—EF)L

{ 1—H ] ( RasmussenDERHITEIESTIL)
() BEEH) ZFILA—ZLAIL (Skill) | A
11—t DI @ #—HIRUT/UX BIRIRERANTE S
= o 005 LI t "
- = > RSN A
Ty -2ATA =zp=0 H— i)\ J ® RDSMIEIMF HE
Bl B ) [ LR=ZLAL (Rule) | |
l \ \\\ %H;LACEpﬁ %
1o8—Fvbk G / f % S e mEEENRIL—IL iy
e = s R : e BRI B
o 45299 | ey || EBRR S| s —Z LA L(Knowledge)
73R | T || mE | | | ! —1-SlRy hD—JETIL| y

e | o BEwIT— D
e JSw kw4t
(44F7) NEDOIREE (SZHATHENIER)

Copyright (C) 2017 CIAJ All Rights Reserved 45 HW=TRESAFRA2016FERTAETREEN KD



ALy D —(EDBREFRN S Rz RE

CiNnJ

o IRTE. HMTHEEL TLDALIZ., Ry hDJ—J(CKDAIRLTDOHEENEFH. =5(CBMIF
DAEAIDBIS(CELD. ADEEHNZEEL. FERMICIIAEAINHEEF T IHSMNBIFEND.

o FH/RXBEHMMTBT DHRICENTEF A7 TS —ALRIBRY NI—IOMkdHEN D,

-Lﬁ.?»iﬁﬁ'f—_

DAIBE M TAEXIE

QAMERYFI—41E
BHEAR- 5SEAM

@AIRYrT—HTAD
B{AR - BEINAIZ5R1E

@DANEAIDRYRT—SH
DRTFLELTHTEE

(1] E&ER:#Supervison(kH
>k K),Google AlphaGo,
Watson

kO bBIE]
B—QAIZERTH=HDIT7
RIZTw BN T=ODEE
(TyPavEar—T1V0BETE
TIL)

(1] ZoHoITIEE. S5
LIALRFDFEER, RATX—FY
TaEBREEOEEGTE

(RO HBE(E]
BLATUL—BIEDEEEE
NEEITGD, T, LERGtE
oY —T—8%FRTHLET,
LPWAICKBATTDo— Ll
AITBEEMNFEIND

[f511BMIEAID & Intelligence
Augmentation(lA), Decoded
Neural Feedback &0 E #

(1] BERE. SBHE. BRI
IR CRRN G R DR
iz

[(ROoNDBE(E]
ANEAIDFEE R —FRyk
7—7.BMIEELGENRDLN
Do

[ROond@E(E]
BRRIGHBEER. ANEAH AT
BHRHBIZEWNT, ¥4IV T,
WEIRIRIE, DD, X7

BEMNAROHLND,

i fEEBETAIRY N - IR SRR EE | (MRIAE) 2 7TCMRIVER
46 W= SMFIFT2016FELZTHEREEN LD

Copyright (C) 2017 CIAJ All Rights Reserved



CiNnJ

2.3 loTEF+21 T+

Copyright (C) 2017 CIAJ All Rights Reserved 47



IOTOER(CHS 1 UF 1 BROZ (HE) CiANJ

® GO EDIOTEX ) TABB -1 TUoMDENSEERE.,

(M E—TTA9ITAHIL AT LIZEITHBEOFEZ L
(2) FiT-TE B D BEIGE X ) TABE DK
()Y TSAFz—r . TAV AT LD EZHIEIZESER
(4)FFI-BEtRM B D EMEE BT BITESIBROIEKR
(5) TS5 hEA—4yMZLI=Stuxnetl < IL 9T 7 DEE1L
(6) loTHERICH T HEEMERBEEDZREICHIBRDIBX
o FTELERMDSL. ZRE(Safety). "l A (Availability)|Z{&5EHD ALY,

SHEORBLELLIC. EERIOTEBAMTEUTOLIIZHEE

a1 —<v%

EXER

EEEX
EEYTA«

EE-~NILR
T 7 REES

AI—k/\D
A-RE

IR)ILEF—
&AVITS

PER 3R

Copyright (C) 2017 CIAJ All Rights Reserved

HBEM(C) sEE D)

EFERoTEX 1T+ BBDGE T
TERD (BMBICKYRENS XLV T DMHEEH)

AIFTE(A) T2 (S)

Ve

(WEHRTLOMBEEOERE J

(&

( (1) BEERSTERE~D/ N \YFLY
*x

(2) Ef- M EORYRRESTY
| (D) EEMREEEDRELEROMS

[ (2)2Y—FrREOFERE
| O EERERBEORELEROSA

N

4 N\ [ ~\
)Y TIAFz—rHE- - = ST
e )
(B)ICSVILYITDEEIL
> -
2)ko—: L
e | =mmamEmf
48 W= LSRR FT2016FEZFATIHRESENR KD



0Tt 1 U5 OEEER CiANJ

o EEMAs. BEMEFOT—TIT 4T UT A HILDE. EEA 2 ISHHFEFTHRMARDSNTND,

SHES Bt 00 8 loTREA DRI H#%

CSA  REIREINSTAMpn ooy SUcanos brEaiy AdoPIers of oy grigunl=. 10T THISROBNBE—T7 4. TS\ — SO BRALHBEHRNIRT .

" loT:Security & Privacy in a Connected EEZE#ZRICEAL TRV —RITOEZELHIDDER(1)T—2EX2)T12)T—2EFDR
oow o | ARREER S wong IMEG) D25 LOBEREDRRE RS,
o il SESAMO B E EU R SESAMO Integrated Design and =T, XTIV ZTI T DRRNTSOT4REHAELI-TO R EBi5L-%
B J7>T4>%  Evaluation Methodology HEMEFE EFIRMT B,
NSTAC FFF KE EE T NSTAC Report to the President on the 2014F 11 ICHENzLR—FT. REFRELREFAIGEHFEOR RN SIOTISDLVTHHTL.
i Internet of Things[Draft] BAFEL THRAREMER (IoTEZDBAEIL. MEIRIT+—ADILL LITH)EIRET 5.
. Trust Assurance Levels (TAL) and BEIEORYET—21E (V2X) DERIZH LT, Ay t—2 DR T T BERFEAD
C20-CC KMl EU ECERE  centication ERLALEFIET RBEWET 5,
NIST Technology Cybersecurity Risk 39 8 yN|STI 2 S HTL — LT —HIc RS BBEDQL—IT(EEEL. CADEATY
BEE NHTSA Fff £E L& Management Framework Applied to . g = = * s ™
= Modern Vehicles R DEEFETRLTND.
1SO e e 2/ VEELT 1SO 26262 Road vehicles — Functional BEESBFOLF1)T(BBOILKICHIGL. BEEEF1)T12EZEL-HETEDHETE
TEE S safety EDHTLNS,
Content of Premarket Submissions for : = — - -
o o NISTOHAN—tF2)T4TL—LD—JIZHEL, EERESS D A—hHIZxL T, Identify,
Py FDA BT KB R E A m:gi%?msg\tig;g ybersecurity in Protect, Detect, Respond, RecoverlZiR o=t A /\—tF a1 To#REEFRLTL\S,
B o, o FZEBFER Y Cybersecurity Practice Guide, SP 1800- NLRT P EEEFITHL T, ENAILTNARALEDANILVRT 7 T2 (BERRF) € RET D
EfRiaE NIST BT R E EEEAF 1(Electronic Health Records) =DV 1— a3 HERLTINS,
Cybersecurity for Networked Medical . sy -4zt 3 OTS (Off-The-Shell) V7R T 7 E4HA A TS RS O TR (<
. FDA B REELMA  Dovcos Conlaning Ohe-Shell iy Br-spic. A HBISROENDRFEEFIHT 574X AERL TS,
34 - HARS o pEg reat Landscape and Good Practice — 2 ok )\ 1-p8 4 2B, MBI, HF U TAREIET BT YR TSHTFAREEEDHT
g Xiﬁ_'b ENISA BfF EU YEED Ks‘/lt:ddizfor Smart Home and Converged B, Tt THF 0. FINAR. SR T — IO A R

NHZ Allseen  cog g o s 0T Security 2.0 AY—bR—LOBIEDESIL, BIEICLD X2 TAERIET E-ODIL—LT—V%EFE

Alliance F.A—ToU—R{EShTW%,
NDIA  REIREALLTHA o OCORIVTADYANCED 455 (5 1L 0 S HLIHS TB O BAHTEROR LI RV EH LT BH RS ERT,
L S —r— = _ —
DMDIl R [ DoDAt Cyber Security for Intelligent Machines ;;§}b7—17777“\"')/7 IZHITHHBER . EEBEDEOHD X)) TAHARSAY
" NISTIR 7628 Guidelines for Smart Grid NIST SP800-53 rev.4. NERC CIP StandardZz ENISTDEEEDH A RS A Dtk H AR
wgE ooy o BRAREREEE operseauiy SAVEBEL, 27— UIRCBEER BBHEEML TS,

Ml . o= o S X KIPEENV AT LDEESICEFEFH >EEENESFLATAIELRSANEF ) ToRE
R i G S s OEETHY, AHEFTHEFERCORDE R TRBIEIN TS,
Industrie K4 Industrie4.0I2FH (T HAI— U EL AT LDERICEITAREMHEELF 1 TAITOVNTOH

me aowg BN ., HEERE Industrie 4.0 network safety and Security .= ¢ 'syss s 2t (- 451 2B 2 Lt 1 U TARIED IO DT BIEE AR SN TS,
TS5k Ic ER *Eﬁ»ﬂfﬁ'r*/d)ﬁy IIC Security Working Group SEPEICHIT. LEHE X1 TAIL—LT—9EEEL. FEZ(2—2IrDE

VELD Fa)TA4Z T A ERETT — 2 A A LSO S :

Copyright (C) 2017 CIAJ All Rights Reserved 49 W= EHRRA2016FERERBHREENR LD



(1) =I5 1 IUF 4 TV AT LCET B BREOENL CilA)

0 U—TJF140UFTAHIEZAFTLDA -T2, Zv bD—bIC KD ABRICERDI T2 UT 0 BRIODILKRT D,
0 —IJF 1 ttFa1VUT o ZHRENICHIRT DEHEANKRDOSNTLD,

BHIEHRS AT LD ZER Ul (C{RDEBE R=AA—H—EDOBEEBEESIEMEIIND/\VF> T DER
& XY—hIAEFMALT, I>>>%IBELIED., GPSTEODE ® R—AA—H—/ICD (FEAHELPRIMEIZR) /1> 21RO TED
BT B ARTTY RAH—> X5/ [Uconnect] (514X SEEREEEHES (USXII, IV) ADJ\WF TN a[EETH D&

S—H) (CHEENHDOND. ZIRRER ENFER
o THAFREMN, MESMZEFAL. TL—FORELRER. T>>0F1E. o KRFHRAR (GAO) (&, HAHBEREHEEE D/ \WF >0 DHFTH
RFT7IICFE, )Ny OHRCEFI\> RIURIEOBRUR ERLIRE FeE(CKERmEREMBE (FDA)CXRZEEH(2012)
RERESNI. ® FDAL. EEREGDOUA/N\—ttFa1 U EER(CHAIDNA RS>
® USARXS—(F. NNyFZRREULEMN, A—F—DFEETAI>R ZRIE (ZEMAHAFRFT ERtEsst+a1 )T« #HERSS)
=L D ENRERTZH. JIGHEND. o HIRBIEZFIA UTTHEA H B s DG (AL ARED RiE U

® USARXS—(E 1408580 I—JLISEVAEND,

[

_J ] L ) -.l\-’-.:..

AMZRERRBIE

| ABAHBELDIENR—RAA—H—/

= ) - HBA G IR AT S
SESRAYEE
b = o E
) SRR T
FTERRA>TS> N
BRI v F) RV EER T BET KIS . ...
;E;iﬁlaiﬁ%%& [Uconnect] . DV F/)\RILEEEITDETILICHEEED B S HEE B > T A T S O 6]
(HEFF : FCA US) (&PF : MIT/IMD ShieldO> 127 MCMRIfREE)
=EREMEFIER

Copyright (C) 2017 CIAJ All Rights Reserved 50 W= EHRRA2016FERERBHREENR LD



(2) F=REEDBE St T« BEODIEK CilAJ

o RO—MWERE - MEOMRY MRERY ND—DiEGZRIR & UTCHTCOHEEOB S (CLDdtF1 UT A BRMMLK T 5.
& ANX— I\%&%%ODIOT%%EON%U(L‘E:F:L U« LORBESD D, -V Dtt+a1 U7+ - UTFSZ—ER+NDTHD.

RO—>. EE - TEOMRY MREFT UV DEIS & BTEERL a1 )T 1 DEEDEWIoTH#ESDIEN
e /{Ow Rt TAR.Drone2.0] (L ULT. BIEFAAN—KIAHS ® ToTHEBRD70%I(CRESSIENEIE. #BRHDIC D 25DMESEEDFTEL. 72
B7 T )EFBLTSILDI T [HSDronel MRERICKDHR/INU>T SE. BBE{EEDORAMENZ L (HPFAEL 7/R— ~nternet of Things
BIEDEOED Security Study: Smartwatches. 2014/7)
® FXELTLBDRO—20DxRY NIJ—0E(CMo RO—->HFADTEZ ® Samsung SmartTV/AEZ < DR T, 3H§Fﬁﬂ#(:5’1~%ﬁtd)b‘—} GE
5., #IBLANEFE > TESICREELITBRCENTED, £ (TH) . FIABEBNRHEURWVWBEICKDKREZZ T CTHEIMNEHM
s @L\EJ’H“E'IE’VD TSI\ —EEDTIEEMNH D (Open DNSLR—
BB coe D e b
| R

ChurohesHouses of Worsip
nmpesies Soibwane
Crnsirastion
CensrustionArchibeciuon

—— Conma. R igducs
Uhlnbllm st

- TS A S — %

(&R : /88y $tTAR.Drone2.0]) 5 g = wonmae | 5E

o MITH'HRE UIEER&EEFMOMNY fRaven I ZFESED . EfEx P AT — ey ()

RECEED gﬁ == - | ="l
o BEREEA—TCARNT ST, FoMONEBRREOTS = -
mE s e

o BATE Dy N o — = =

m..snm:unpmm..

|

Servioes
Bnppig

T«.I rsg,-'u:un—

-toem-—-umr-auﬂ fEP s
—Thrmﬂa'! mShlnb Logstios

R o - Samsung Smart TVZREE L TLVRWRFDAERBE DFAEIRTN
(P : MIT>2 /02— TRavenT | ) (47R : OpenDNS, The 2015 Internet of Things in the Enterprise Report)

=EREMERER
Copyright (C) 2017 CIAJ All Rights Reserved 51 W= EHRRA2016FERERBHREENR LD




(3) YIS A4FT—>. TOASRTLADZFEICHED B

CINJ

o [OTOERICLDYTISAFI—> ITOASXTLEFDSHKIENEFH. RED— R, BEERADBRHRMNMEK
o [OTHERDS A IV AU TOCREARZBEUZEEOZFT. BEIEMRICS T2 EF1 UTBENVE

PEIERECHS T RRERAOOF VT

KEDRZE. BRFFICHSITIHEICBSVTHRIESNIZCisco)L—FDEAE

£ (Marine Corps, Air Force, FAA, FBIZ) . XKBEHNPEREET

AOOFYVIDFHEICKD., SHAILSZ AT LDORERRICED
(GAO, IT SUPPLY CHAIN National Security-Related Agencies

Need to Better Address Risks)

HISAFIT—>0DA., FNEENKES—4Sv b

HEEINEREE G, KEEOUTSAFI—2PESRIXITIOSRT

LEBRT dF 21 UT+« WROBEBNFNEEET -0y MNIIRET D,

BECHITDIHNE. EXEMBZOHEN. 2014F(CRIF
(PwC, The Global State of Information Security Survey 2015)
HISAFI—2(CHBNT. UY—-ADRSNTZH/NNEENY 1)1
Fa1UFa LDOERRKDIERERD TL\D, Verizon 2014 Data
Breach Investigation ReportTl&. HA(/\—1>>F> hEARDS S
R2%I(FHNEECLDEDTH D,
(CERT-UK, Cyber-security risks in the supply chain)
ENISA Supply Chain Integrity
> FF. B, ERRORRNRE A
> fNEmET. MR CASEEPmICESRR
NISTIR
o HITSAFI—2DBERET. BRI, IEERIIIMEISEDIFEA
o IWEEHZ. MHEEEBERAUAEI>FTOVDEA. T—5FDEH
. AT LEEDFEFR
BAH
o MR MDERICEKD. BT SA V7 —WSBRKEZH S
TR MRS RODTE
o Y ouOFvI, TJr7—LTxT7. VI NITT7OEP@EHEE
Oy O, I\ IR, )\ADTT7=ZHFE A,

Copyright (C) 2017 CIAJ All Rights Reserved

Malicious Insertion
Supply Chain Attacks:

Directed at

Type of attack:

Malicious Insertior

* Hardware

* Software

* Firmware

* System Data/
Information

Legend:

Possible Points of Attack
Ps

Attack Point - Tag #

Program Office

Administrative control over supply chain

Prime Contractor
(Acquistion/Sustainment)

> | System and Software
Development Locations

I and their Internal
Environments (e.g., IDEs)
and Processes

Subcontractor
Subcontractor * Substitution
A * Alteration
* Malware

Hardware/Software
Integration
(Incl. 3rd party bundling)

* Design
* Manuals

N

* Roadmaps

all items listed

Malicious insertion includes:

System Data/Information includes:
* Requirements

* Architectures

Malicious insertion affects

in the red box

Primary Production (hardware)
" Integrators
Assembly Suppliers
Subassembly Suppliers
Orig Equip Manufacturer

Primary Production (software)

Testing
Implementation
Design

Requirements Analysis

Attacks can occur at all
levels in the supply chain

SUPPLY CHAIN

KERBUF AT LREICETEHTIAFI— ) RO HEHE
(HFr: BAH, Managing Risk in Global ICT Supply Chains)
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* Heightened DDoS Threat Posed by Mirai and Other Botnets

+ https://www.us-cert.gov/ncas/alerts/TA16-288A (&%) https://github.com/jgamblin/Mirai-Source-Code
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TARVEE) T4
(Dependability)

]

A] A% (Availability)

£ 481 (Reliability)

ISO/IEC TR 13335

E

E

=24 (Safety)

#24 (Confidentiality)

t&al)Tq

st 2 M (Integrity)

&7 (Maintainability)

(Security)

|— EIE % (authenticity)

ISO/IEC 27002

TIBHI4E (accountability)

L =1
&M LE (non-repudiation)

I5—/3%Y (Error)

R a/7\% (Fault)

IE=E/#[E (Failure)

¥ Bh (Fault Prevention)

M4 (Fault Tolerance)

{ 5]

f& % (Fault Removal)

¥ 8l (Fault Forecasting)

A. Avizienis, J.-C. Laprie, B., ISO/IEC 27002, ISO/IEC TR13335%F #tIC=Z S RATIER
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C2C-CC {EFMREEL~JL  Trust Assurance Levels (TAL) Model 1AM

EFEREFEIELANIVICKIDER TETDILDICT B,

V2X2 X5 (BEMEEE. BERERE) T BEHFZENTIHERTEIN IR DL
WBERFOSEIT TR, ZORFHARDSNDITF 1 YT BT EOEERBIZLTLDIN

Common Criteria(ISO/IEC 15408)MD T L —AT—2J(CEDWTHED. TAL (CWIHUTIZPP

- - N — — Voo | D | \tt
(Protection Profile) B’f:rEeN. YISV —%F(X. PP 2R U CERZEET D,
Trust Requirements Implications
?55'1 Minimum Target | Minimum Minimum (Hardware) Prevented | Potential Security C2X Use Case
ﬂ?;f] of Evaluation Evaluation | Security Functionality | (Internal) | Implications Examples
(TOE) Assurance Attacker
Level (EAL) acc. to CC
0 None _i—_ | None Mone None Mot reliable against Some limited e .g.
,»E; } :3 security attacks in using trusted C2I
L ) &
" o general infrastructures
1 +[T'S Station EAL3 Only software security Basic Mot reliable against Mon-safety, but
software ¢ — mechanisms simple hardware most privacy
":'-.if:a«ﬁ-:‘ attacks (e.g., offline relevant use
— Minimum Level flash manipulation) Cases

+ dedicated hardware
security,

i.e., secure memory &

Enhanced
Basic

Mot reliable against
more sophisticated
hardware atiacks (e.g.,
side-channel attacks)

C2C-CC day one
use cases (e.g.,
passive wamings
and helpers)

_ processing)
3 +private network | EAL 4+ + basic tamper Moderate C2¥ box secure as Safety relevant
of ECUs (AVA_WVAN.4 | resistance stand alone device, but | relying not only
- | vulnerability without trustworthy in- | on V2X inputs
_:u—ﬁm resistance) vehicle inputs
4 +elevantinvehicke | EAL 4+ + maoderate — high Moderate — | C2X box is trustworthy | All
sensors and ECJ._ES (AVA_VANS | tamper resistance High also regarding all
vulnerability relevant in-vehicle
—3'{3"‘ -~ | resistance) inputs
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P87 eI - NG,

ARM

OpenFog

Android

AllJoin Framework

AUTOSAR

GE Predix/ Datalake
Paypal

Nest

Facebook
Uber

Pokémon Go

iTunes Store

CPU7—F%T74
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ARM, Cisco, Dell,
Intel

IWTav

Google

Allseen Alliance
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