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. REBRORREEY
2.1 FEHFRERR

The following referenced documents are indispensable for the application of the standard to be complied for
the interoperability test (i.e., they must be understood and used, so each referenced document is cited in text
and its relationship to this document is explained). For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments or corrigenda)

applies.

IEEE P1904.1™/D3.4 Draft Standard for Service Interoperability in Ethernet Passive Optical Networks
(SIEPON)

2.2. AHREH
Prior to attending the interoperability test, each participant is requested to conduct a test described in this test
guideline using devices at his/her own control and confirm normality which means be able to pass all tests

with owning devices and test environment.
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3. BREERUHERIRE
3.1. HBREEDHEEEN
311 A4>vraEY3Y

This subclause provides definitions of the critical elements of the conformance test setup, namely the Packet

Analyzer, Packet Generator, and ODN, which are connected together as defined in more detail in 3.2.

Individual devices are specified in terms of functional requirements and do not impose specific
implementation. For test purposes, functions of two or more device described in the following subclause may
be combined into a single functional device, as long as the new functional device meets all the requirements

outlined below, when connected in the conformance test configuration defined in 3.2.
3.1.2. N\ R T7F 54 (Packet Analyzer)

The Packet Analyzer is a device, which is connected to the OLT NNI and ONU UNI interfaces in a way

defined in more details in 3.2, and supports the following functions:

— captures all packets transmitted by the OLT across the NNI interface towards the metro/aggregation

network;
— captures all packets transmitted by the ONU across the UNI interface towards connected CPEs;

— examines the content of the captured OAMPDUSs, as defined in IEEE Std 802.3, providing a way to

list, display and examine content of individual fields in the captured packets;

3.1.3. PON 7B k)L 7+ 544 (PON Protocol Analyzer)

The PON Protocol Analyzer is a device that is connected to the ODN as shown in 3.2, and that supports the

following functions:

— Capture of upstream packets, including MPCPDUs, OAMPDUs, eOAMPDUSs, and data frames, as
specified in IEEE Std 802.3, and IEEE Std 1904.1, transmitted by any of the connected ONUs
towards the OLT.

—  Capture of downstream packets, including MPCPDUs, OAMPDUs, eOAMPDUSs, and data frames, as
specified in IEEE Std 802.3, and IEEE Std 1904.1, transmitted by the OLT towards any of the
connected ONUs.

— Simultaneous capture of the downstream and upstream packets i.e., support at least two capture
interfaces, one of which is configured to capture upstream packets and the other is configured to

capture downstream packets.
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— Analysis of the content of the captured packets, including a capability to examine and display/output

the content of individual fields in the captured packets.

The PON Protocol Analyzer does not modify the content of any upstream or downstream packets.
Additionally, when connected to the ODN, this device does not increase the channel insertion loss in a way

that would cause it to exceed the maximum channel insertion loss value specified in 3.1.5.
3.1.4. /Ny k¥ L—%4 (Packet Generator)

The Packet Generator is a device, which is connected to the OLT NNI and ONU UNI interfaces in a way

defined in more details in 3.2, and supports the following functions:

— generates a pre-defined number of data packets of pre-configured type, meeting specific packet size

distribution and type requirements, as configured on the device using the user interface;

— provides a user interface for configuration of the following (examples) parameters of the packet

stream:
— number of packets to be generated (specific number, continuous mode, burst mode etc.);

— type(s) of packets to be generated (OAMPDU, MPCPDU, eOAMPDU, IPv4 packets, IPv6

packets etc.);

— packet size distribution in case of IP packets, using a predefined or random packet size

distribution;

— provides a user interface for configuration of specific packet types i.e. constriction of specific packet
types based on configuration of specific fields in the packet through assignment of user-provided

values to such fields as EtherType, Size, Payload, VLANS etc.

The Packet Generator is not connected to the ODN and does not influence the loss observed between the
OLT_MDI and ONU_MDI interfaces. This device may be connected to the OLT NNI and ONU UNI via
copper or fiber links, depending on the interface types supported on the OLT and ONUSs under test.

3.1.5. ODN
Testing conformance of the optical distribution network (ODN) with the respective IEEE Std 802.3
requirements is outside of the scope of this conformance plan. Various aspects of physical layer transmission

e.g. target sensitivities, launch powers, immunity to dispersion etc. are not part of the conformance tests.

However, to guarantee smooth execution of any conformance tests described in this standard, a set of basic
requirements regarding the ODN is needed to make sure that stable data link can be established between the
OLT and ONUs. In this way, optimum operating conditions can be achieved, resulting in a minimum packet

loss required by some of the tests.
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The target channel insertion loss for the ODN used during the conformance tests under this standard is
recommended to range between 15 dB and 20 dB. The ODN can be realized by connecting the splitter with
either fiber cables of appropriate length or attenuators to achieve the minimum required channel insertion
loss of 15 dB. The recommended split ratio for PS (see 3.2 for more details) is 2:16. The recommended
maximum distance between the OLT and the furthest ONU is 20 km, to limit the observed signal dispersion.
During the design of the ODN for conformance testing under this standard, the loss introduced by the PON

Protocol Analyzer needs to be accounted for.

Special care should be taken to guarantee the minimum channel insertion loss for the ODN, especially in case
of 10G-EPON devices subject to conformance tests. Specific requirements for the minimum channel
insertion loss for specific PMDs can be found in IEEE Std 802.3, Clause 75 for 10G-EPON devices and
Clause 60 for 1G-EPON devices

3.2. HERHERL

321 4vta4dsvaYy

This subclause outlines the common test configuration used by individual conformance test cases defined in
Clause 4.

Individual test case covered in Clause 4 may specify their own modified test configurations, as needed,
building from the generic test configurations defined in the following subclauses.

3.2.2. BH{AONU EHEFDHERR (PON 7O RaLTF 54 YR ER)

(1) Use a dedicated private network which is isolated from a local area network used for general
communication.

(2) Figure 3-1 shows connections among components required for the test.

NNI OLT,MDI ONU MDI UNI
F OLT 1|- ODN i\/l ONU I

Packet

Generator/ Analyzer

Figure 3-1— Test equipment configuration
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3.2.3. #HEH ONU EHEORER (PON 7O RILTFSA4AFFFEH)

(1) Use a dedicated private network which is isolated from a local area network used for general

communication.

(2) Figure 3-2shows connections among components required for the test.

ONU MDI UNI
ONU, i
NNI OLT,MDI
N 1
| OLT | ODN
UNI
ONU, i
ONU MDI
Packet
Generator/ Analyzer

Figure 3-2 Test equipment configuration in the case with multiple ONUs

3.2.4. EH ONU EHBFDHEER (PON 70 RO LT+ 54 YER)

(1) Use a dedicated private network which is isolated from a local area network used for general

communication.

(2) Figure 3-3 shows connections in case of using PON Protocol Analyzer.
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_I PON Protocol Analyzer I_

]
I UNI
| ONU;,
NNI
I\I | ODN ONU MDI
I OLT [ :
OLT_MDI | UNI
[ ONU,,
ONU MDI
Packet

Generator/ Analyzer

Figure 3-3 Test equipment configuration in the case with multiple ONUs, with

PON Protocol Analyzer
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4. HHEBEGHER

This section consists from; general instruction in Section 4.1 and individual test cases in the followed by

section from 4.2 and after.

41. 4> krO85 3>

On the date arranged beforehand, the test must be conducted according to the procedures described in the
Section 4.2 and after. It is requested to execute the test following to the listed order of the sections of test case

descriptions.
The combination of the participants will be arranged in a round robin manner.

Note that the interoperability test between the products made by the same manufacturer is assumed to have

been completed prior to the interoperability test and it is not included in the combination.




13/37

HATS-J-105-V1.2

4.2. Group DCD: Device and capability discovery
4.2.1. eOAM KU\ capability discovery process 5

This test case group covers verification of the interoperability for the negotiation flow between OLT
and ONU to establish the data channel.

4.2.1.1. REREREE L OHEAK

Test configuration per 3.2.2 shall be used to complete this test case.

4.2.1.2. B

This test verifies DUTs compliance with;

- OAM discovery process defined in IEEE Std 1904.1, 12.2.2.1, including the sequence, format and
values of Information OAMPDU generated by DUTS.

Specifically, the following conditions are tested:

— Successful completion of OAM discovery process with a correct Local Information TLV.
4.2.1.3. ABRTFNEK OHIFF S D RER
Start of Test
Step1 Initial configuration and provisioning
1.1 Connect all equipment as defined in the test setup configuration per 4.2.1.1.
1.2 Power on DUTSs, allow DUTs to complete IEEE Std 802.3 MPCP discovery process.
Step2  Successful IEEE Std 802.3 Clause57 OAM discovery process
2.1 The OAM discovery process defined in IEEE Std 802.3, Clause 57 is executed.

Expected result 1: The OAM discovery process shall succeed. OLT and ONU shall keep
OAM link for 60 seconds.

End of Test
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4.3. Group UVM/TVM: ONU/OLT VLAN mode

4.3.1. UVM/TVM 5RE&

This test case group covers verification of the interoperability for the data transmission associated with the
following VLAN modes, as defined in IEEE Std 1904.1, 7.2.2.1, namely:

— ONU Tagging VLAN mode; and

— OLT Translation VLAN mode.

4.3.1.1. REREREE L O AR

Test configuration per 3.2.2 shall be used to complete this test case.

ONU with one or more UNIs is connected to the packet generator/analyzer. Individual ports are designated as
UNI,, where x corresponds to the port number, as reported by ONU. OLT is connected to the packet

generator/analyzer via the NNI.
For the purpose of this test, ONU and OLT are configured to operate in the following configurations.

ONU configurations:

— Authentication: disabled

— Encryption: disabled

— VLAN mode: ONU Tagging VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled
OLT configurations:

— Authentication: disabled

— Encryption: disabled

— VLAN mode: OLT Translation VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled
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The provisioning for ONU and OLT may use vendor-specific mechanisms and are outside the scope of this

test case.

Both Authentication and Encryption are disabled for the ONU and the OLT, and are not tested in this test
case. In this test, ONU and OLT do not perform authentication after the registration process and data
transmission between ONU and OLT is realized as defined in IEEE Std 802.3 without encryption

mechanism.

The packet generator is configured to generate flows of Ethernet frames with or without VLAN tags. The
flows of Ethernet frames are shown in Table 4-1 for the upstream direction and in Table 4-2 for the
downstream direction. Each flow consists of K packets (K=2000). The size of each Ethernet frame is 1000

octets. The order of frames belonging to different flows in the aggregated stream is not specified.

Table 4-1 Test flow in the upstream direction for packet generator

# DA SA? VLANO-VID
1 0x90-82-60-22-22-00 0x90-82-60-11-11-UNIy not present

% The lowest octet in the MAC is derived from the UNIy number, represented in a 1 octet-wide format. For
example, for UNI;, the MAC is equal to 0x90-82-60-11-11-01, for UNI,;, the MAC is equal to
0x90-82-60-11-11-15.

Table 4-2 Test flow in the downstream direction for packet generator

# DAP SA VLANO-VID ?
1 0x90-82-60-11-11-UNIy 0x90-82-60-22-22-00 0x2-00

% The remaining fields in the VLANO tag shall use IEEE Std 802.1Q-compliant values (default values)

® The lowest octet in the MAC is derived from the UNIy number, represented in a 1 octet-wide format. For
example, for UNI,, the MAC is equal to 0x90-82-60-11-11-01, for UNI,;, the MAC is equal to
0x90-82-60-11-11-15.

4.3.1.2. B

This test verifies the interoperability for the data transmission between ONU and OLT when configured in

the specific VLAN modes. Specifically, the following conditions are tested:

— Interoperability for the upstream and downstream data transmission when ONU is operating in the
ONU Tagging VLAN mode, and OLT is operating in the OLT Translation VLAN mode, per IEEE
Std 1904.1, 7.2.2.1.
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4.3.1.3. BTN OMIRF S B A5 R

Start of Test

Step 1

11

1.2

1.3

Initial configuration and provisioning

Connect all equipment as defined in the test setup configuration per 4.3.1.1.

Configure the PON-VID value to 0x100 for ONU, as defined in IEEE Std1904.1,
7.2.2.1.4. Configure the user-side VID value to 0x100 and the network-side VID value to
0x200 for the given LLID for OLT, as defined in IEEE Std 1904.1, 7.2.2.1.5.

Reboot ONU or connect the PON link between ONU and OLT to allow ONU to register
at OLT.

Step2  VLAN mode configuration tests, upstream direction

2.1

Start the packet analyzer. Start the packet generator in the upstream direction, transmitting
the test flow per Table 4-1 simultaneously across each UNIy on ONU towards NNI on

OLT. Allow the packet generator to complete its data trace for all UNIy.

Expected result 1: Packet analyzer connected to NNI on OLT shall receive the following
number and type of packets for each of frame flows from each UNIy ,as defined in Table
4-3:

— K frames for each of frame flows per UNI on ONU.

Table 4-3— Packets received by the packet analyzer in the upstream direction

#

DA SAP VLANO-VID ?

1

0x90-82-60-22-22-00 0x90-82-60-11-11-UNIy 0x2-00

? The remaining fields in the VLANO tag shall use IEEE Std 802.1Q-compliant values (default values)

®) The lowest octet in the MAC is derived from the UNIy number, represented in a 1 octet-wide format. For
example, for UNI;, the MAC is equal to 0x90-82-60-11-11-01, for UNI,;, the MAC is equal to
0x90-82-60-11-11-15.

Step3  VLAN mode configuration tests, downstream direction

3.1

Start the packet analyzer. Start the packet generator in the downstream direction,
transmitting the test flow per Table 4-2 across NNI towards each UNIy on ONU. Allow

the packet generator to complete its data trace for all UNIy.
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Expected result 2: Packet analyzer connected to each UNIy on ONU shall receive the

following number and type of packets for each of frame flows, as defined in Table 4-4:

— K frames for each of frame flows per UNI on ONU.

Table 4-4— Packets received by the packet analyzer in the downstream direction

# DA? SA VLANO-VID
1 0x90-82-60-11-11-UNIy 0x90-82-60-22-22-00 not present

% The lowest octet in the MAC is derived from the UNIy number, represented in a 1 octet-wide format. For
example, for UNI;, the MAC is equal to 0x90-82-60-11-11-01, for UNI,;, the MAC is equal to
0x90-82-60-11-11-15.

End of Test
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4.3.2. UVM/TVM, OLT B U541 ONU [T — 4% B:&EER
This test case covers verification of the interoperability for the data transmission in the case that multiple

ONUs under test are connected to a single OLT.

In addition, this test case also covers verification of the interoperability for the data transmission associated
with the following VLAN modes, as defined in IEEE Std 1904.1, 7.2.2.1, namely:

— ONU Tagging VLAN mode; and

— OLT Translation VLAN mode.

4.3.2.1. REREREE L O AR

Test configuration per 3.2.3 shall be used to complete this test case.

ONU, with one or more UNIs is connected to the packet generator/analyzer via UNIy nm), where m indicates
the ONU number, and n(m) corresponds to the UNI number in ONU,,, as reported by ONU. OLT is

connected to the packet generator/analyzer via the NNI.
For the purpose of this test, ONUs and OLT are configured to operate in the following configurations.

ONU configurations:

— Authentication: disabled

— Encryption: disabled

— VLAN mode: ONU Tagging VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled
OLT configurations:

— Authentication: disabled

—  Encryption: disabled

— VLAN mode: OLT Translation VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled
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The provisioning for ONUs and OLT may use vendor-specific mechanisms and are outside the scope of this

test case.

Both Authentication and Encryption are disabled for the ONUs and the OLT, and are not tested in this test
case. In this test, ONUs and OLT do not perform authentication after the registration process and data
transmission between multiple ONUs and OLT is realized as defined in IEEE Std 802.3 without encryption

mechanism.

The packet generator is configured to generate flows of Ethernet frames with or without VLAN tags. The
flows of Ethernet frames are shown in Table 4-5 for the upstream direction and in Table 4-6 for the
downstream direction. Each test flow consists of K packets (K=2000). The size of each Ethernet frame is

1000 octets. The order of frames belonging to different flows in the aggregated stream is not specified.

Table 4-5 Test flow in the upstream direction for packet generator to UNIy, nm)

port on ONU,

Test flow DA SA? VLANO-VID
number
1 0x90-82-60-22-22-00 0x90-82-60-11-11-UN Ty i not present

) The lowest octet in the MAC is derived from the UNIpmnmy Number, represented in a 1 octet-wide format.
For example, for UNI,;, the MAC is equal to 0x90-82-60-11-11-01, for UNIy,;, the MAC is equal to
0x90-82-60-11-11-15.

Table 4-6 Test flows in the downstream direction for packet generator

Test flow DA ¢ SA VLANO-VID &P
number
1 0x90-82-60-11-11-UNIy 51y 0x90-82-60-22-22-00 0x2-01
2 0x90-82-60-11-11-UNI, 1 0x90-82-60-22-22-00 0x2-02
m 0x90-82-60-11-11-UNI  nm) 0x90-82-60-22-22-00 0x2-ONU,,

Om represents ONU number.

®) The remaining fields in the VLLANO tag shall use IEEE Std 802.1Q-compliant values (default values). The

lowest octet in the VLANO VID is derived from the ONU number, represented in a 1 octet-wide format.

° The lowest octet in the MAC is derived from the UNIpmnmy Number, represented in a 1 octet-wide format.
For example, for UNI,;, the MAC is equal to 0x90-82-60-11-11-01, for UNIy,;, the MAC is equal to
0x90-82-60-11-11-15.
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4.3.2.2. B

This test verifies the interoperability for the data transmission between OLT and multiple ONUs when

configured in the specific VLAN modes. Specifically, the following conditions are tested:

— Interoperability for the upstream and downstream data transmission when ONUs are operating in the
ONU Tagging VLAN mode, and OLT is operating in the OLT Translation VLAN mode, per IEEE
Std 1904.1, 7.2.2.1.

4.3.2.3. RERTFNE N OHIFF S5 R
Start of Test
Step1 Initial configuration and provisioning
1.1 Connect all equipment as defined in the test setup configuration per 4.3.2.1.

1.2 Configure the PON-VID value to 0x100 for all ONUs under test, as defined in IEEE Std
1904.1, 7.2.2.1.4. For the OLT, configure the user-side VID value to 0x100 and the
network-side VID value to 0x2-0ONU,, for the ONU,,, as defined in IEEE Std 1904.1,
7.2.2.1.5.

1.3 Reboot ONUs or connect the PON link between ONUs and OLT to allow ONUs to
register at OLT.

Step2  VLAN mode configuration tests, upstream direction

2.1 Start the packet analyzer. Start the packet generator in the upstream direction, transmitting
the test flows per Table 4-5 simultaneously across each UNIy nm on ONU,, towards NNI

on OLT. Allow the packet generator to complete its data trace for all UNI, nm).

Expected result 1: Packet analyzer connected to NNI on OLT shall receive the following
number and type of packets for each of frame flows from each UNIynm of ONU,, as
defined in Table 4-7:

— K frames for each of frame flows per UNIy nimy 0f ONU,.

Table 4-7— Packets received by the packet analyzer in the upstream direction
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Frame flow DA GA a¢ VLANO-VID &P
number
1 0x90-82-60-22-22-00 0x90-82-60-11-11-UNI nqy 0x2-01
2 0x90-82-60-22-22-00 0x90-82-60-11-11-UNI; n 0x2-02
M 0x90-82-60-22-22-00 0x90-82-60-11-11-UNIy nmy 0x2-ONU,

Om represents ONU number.

®) The remaining fields in the VLLANO tag shall use IEEE Std 802.1Q-compliant values (default values). The

lowest octet in the VLANO VID is derived from the ONU number, represented in a 1 octet-wide format.

 The lowest octet in the MAC is derived from the UNIpy, nmy port number, represented in a 1 octet-wide
format. For example, for UNI,,, the MAC is equal to 0x90-82-60-11-11-01, for UNI,,;, the MAC is equal
to 0x90-82-60-11-11-15.

Step3  VLAN mode configuration tests, downstream direction

3.1

Start the packet analyzer. Start the packet generator in the downstream direction,

transmitting the test flow per Table 4-6 across NNI towards each UNIymy on ONU,,.

Allow the packet generator to complete its data trace for all UNIy, o).

Expected result 2: Packet analyzer connected to each UNI, @ on ONUy, shall receive

the following number and type of packets for each of frame flows, as defined in Table 4-8:

— K frames for each of frame flows per UNIy nimy on ONU .

Table 4-8— Packets received by the packet analyzer in the downstream direction from

UNlm'n(m) on ONU,

Frame flow
number

DA?

SA

VLANO-VID

1

0X90-82-60-11-11-UNI 1 pm)

0x90-82-60-22-22-00

not present

9 The lowest octet in the MAC is derived from the UNIpnm port number, represented in a 1 octet-wide

format. For example, for UNI,,, the MAC is equal to 0x90-82-60-11-11-01, for UNI,;, the MAC is equal

to 0x90-82-60-11-11-15.

End of Test
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4.4. Group MC: Multicast connectivity
This test case group covers verification of the interoperability for the muliticast connectivity.
441, TILFHFv R MER, YILFFYR T2 EEHR

This test case covers verification of the interoperability for the multicast data transmission associated with
the following VLAN modes, as defined in IEEE Std 1904.1, 7.2.2.1, namely:

— ONU Tagging VLAN mode; and

—  OLT Translation VLAN mode.

4.4.1.1. REREREE L AR

Test configuration per 3.2.3 shall be used to complete this test case.

ONU, with one or more UNIs is connected to the packet generator/analyzer via UNIy nm), where m indicates
the ONU number, and n(m) corresponds to the UNI number in ONU,,, as reported by ONU. OLT is

connected to the packet generator/analyzer via the NNI.
For the purpose of this test, ONUs and OLT are configured to operate in the following configurations.

ONU configurations:

— Authentication: disabled

—  Encryption: disabled

— VLAN mode: ONU Tagging VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled
OLT configurations:

— Authentication: disabled

— Encryption: disabled

— VLAN mode: OLT Translation VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled
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The provisioning for ONUs and OLT may use vendor-specific mechanisms and are outside the scope of this

test case.

Authentication and Encryption are are disabled for the ONUs and the OLT, and are not tested in this test case.
In this test, ONUs and OLT do not perform authentication after the registration process and data transmission

between multiple ONUs and OLT is realized as defined in IEEE Std 802.3 without encryption mechanism.

The packet generator is configured to generate flows of Ethernet frames with VLAN tags. The flows of
Ethernet frames are shown in Table 4-9 for the downstream direction. Each test flow consists of K packets
(K=2000). The size of each Ethernet frame is 1000 octets. The order of frames belonging to different flows in

the aggregated stream is not specified.

Table 4-9 Test flow in the downstream direction for packet generator

Test flow DA SA VLANO-VID ®
number
1 0x33-33-00-01-00-00 0x90-82-60-22-22-00 0x4-00

? The remaining fields in the VLANO tag shall use IEEE Std 802.1Q-compliant values (default values).

4.4.1.2. ABRAEEE

This test verifies the interoperability for the multicast data transmission from OLT to ONUs, when

configured in the specific VLAN modes. Specifically, the following conditions are tested:

— Interoperability for the multicast data transmission when ONUSs are operating in the ONU Tagging
VLAN mode, and OLT is operating in the OLT Translation VLAN mode, per IEEE Std 1904.1,
7.2.2.1.

4.4.1.3. BRTFNEK OHIFF S 1056 R
Start of Test
Step1 Initial configuration and provisioning
1.1 Connect all equipment as defined in the test setup configuration per 4.4.1.1.

1.2 For the OLT, configure the allowed network-side multicast VID value to 0x4-00 and the
user-side multicast VID value to 0x8-00, as defined in IEEE Std 1904.1, 7.2.2.1.5.

1.3 Reboot ONUs or connect the PON link between ONUs and OLT to allow ONUs to
register at OLT.
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Step2  Multicast transmission test

21

Start the packet analyzer. Start the packet generator in the downstream direction,

transmitting the test flow per Table 4-9 across NNI towards each UNIymy on ONU,,.

Allow the packet generator to complete its data trace for all UNIy o).

Expected result 1: Packet analyzer connected to each UNI, ym on ONUy, shall receive

the following number and type of packets for each of frame flows, as defined in Table

4-10:

— K frames for each of frame flows per UNIy nimy 0f ONU,.

Table 4-10— Packets received by the packet analyzer in the downstream direction

UNlm'n(m) on ONU,

Frame flow
number

DA

SA

VLANO-VID

1

0x33-33-00-01-00-00

0x90-82-60-22-22-00

not presented

End of Test
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4.5. Group DE: Data Encryption

This test case group covers verification of the interoperability for data encryption process as defined in IEEE
Std 1904.1, 11.2.3.

451 T—AREEE1L, IEEE Std 802.1ae-2006 IEE#R T ER

4.5.1.1. REREREE L AR

Test configuration per 3.2.3 shall be used to complete this test case.

ONU,, with one or more UNIs is connected to the packet generator/analyzer via UNIy nm), where m indicates
the ONU number, and n(m) corresponds to the UNI number in ONU,,, as reported by ONU. The OLT is

connected to the packet generator/analyzer via the NNI.
For the purpose of this test, ONU and OLT are configured to operate in the following configurations.

ONU configurations:

— Authentication: disabled

—  Encryption: enabled

— VLAN mode: ONU Tagging VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled
OLT configurations:

— Authentication: disabled

— Encryption: enabled

— VLAN mode: OLT Translation VLAN mode
— VLAN based multicast filtering: disabled

— MAC address based multicast filtering: disabled

In this test case, key exchange is disabled for the ONUs and the OLT, and is not tested. The fixed key and
parameters are provisioned for each ONU and OLT. Both upstream and downstream encryptions are enabled.

The same key and parameters are used in both directions.

Other configurations for encryption are as follows.
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— Security TAG: short

— Confidential offset: disabled

The provisioning for ONU and OLT may use vendor-specific mechanisms and are outside the scope of this

test case.

Authentication is disabled for the ONU and the OLT, and is not tested in this test case. In this test, ONU and

OLT do not perform authentication after the registration process.

The packet generator is configured to generate flows of Ethernet frames with or without VLAN tags. The
flows of Ethernet frames are shown in Table 4-11 for the upstream direction and in Table 4-12 for the
downstream direction. Each test flow consists of K packets (K = 2000). The size of each Ethernet frame is

1000 octets. The order of frames belonging to different flows in the aggregated stream is not specified.

Table 4-11 Test flow in the upstream direction for packet generator to UNIy nm)

on ONU,
Test flow DA SA® VLANO-VID
number
1 0x90-82-60-22-22-00 0x90-82-60-11-11-UNIy nimy not present

9 The lowest octet in the MAC is derived from the UNIpnm number, represented in a 1 octet-wide format.
For example, for UNIy,, the MAC is equal to 0x90-82-60-11-11-01, for UNIy2;, the MAC is equal to
0x90-82-60-11-11-15.

Table 4-12 Test flows in the downstream direction for packet generator

Test flow DA 2¢ SA VLANO-VID &
number
1 0x90-82-60-11-11-UNI 1 o 0x90-82-60-22-22-00 0x2-01
2 0x90-82-60-11-11-UNI 10 0x90-82-60-22-22-00 0x2-02
M 0x90-82-60-11-11-UNI, nimy 0x90-82-60-22-22-00 0x2-ONU.,

Om represents ONU number.

®) The remaining fields in the VLLANO tag shall use IEEE Std 802.1Q-compliant values (default values). The

lowest octet in the VLANO VID is derived from the ONU number, represented in a 1 octet-wide format.

° The lowest octet in the MAC is derived from the UNIpnm number, represented in a 1 octet-wide format.
For example, for UNI,, the MAC is equal to 0x90-82-60-11-11-01, for UNIy2;, the MAC is equal to
0x90-82-60-11-11-15.
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4.5.1.2. B

This test case covers verification of the interoperability for the successful data encryption and decryption
defined in IEEE Std 1904.1 11.2.3.

4.5.1.3. ABRTFINEK IR S D RER
Start of Test
Step1 Initial configuration and provisioning
1.1 Connect all equipment as defined in the test setup configuration per 4.5.1.1.

1.2 Configure the PON-VID value to 0x1-00 for all ONUs under test, as defined in IEEE
Std 1904.1, 7.2.2.1.4. For the OLT, configure the user-side VID value to 0x1-00 and the
network-side VID value to 0x2-0ONU,, for the ONU,,, as defined in IEEE Std 1904.1,
7.2.2.1.5.

1.3 Configure the OLT with the following settings.

—  Secure Association Key (SAK) for all ONU is “IEEE_P19041-pkgB”, UTF-8 string,
without a null or other termination, exactly 16-octet length. The hexadecimal value
and the transmission bit ordering of SAK are shown in Figure 4-1.
[Hexadecimal]

127 96 95 64 63 32 31 0
Ox |49454545 | 5F503139 | 3034312D | 706B6742 |

N
\
\
\
\
\
\
\
\
\

[Binary]

A}
127 120

ob [-01007001

Figure 4-1— Hexadecimal value and transmission bit ordering of SAK

— Association Number (AN) for all ONU is fixed and the value is 0.

— Secure Channel Indentifier (SCI) for ONU,,: The same SCI value is used in the
upstream and the downstream channels for the ONU,,. Octets 1 through 6 are OLT
MAC address. Octets 7 through 8 vary and depend on the OLT. Thus the OLT

operater is expected to notify the ONU,, operater of the entire value of SCI.

14 Configure the ONU,, with the following setting.
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— SAK is “IEEE_P19041-pkgB”, UTF-8 string, without a null or other termination,

exact 16-octet length.
— AN is fixed and the value is zero (0).

— SCl is the value given by the OLT operator, i.e., the same SCI value is used for the

upstream and the downstream channels both at the ONU,, and at the OLT.

15 Reboot ONUs or connect the PON link between ONUs and the OLT to allow ONUs to
register at the OLT.

Step2  Successful data encryption in upstream direction

2.1 Start the packet analyzer. Start the packet generator in the upstream direction, transmitting
the test flows per Table 4-11 simultaneously across each UNI, i on ONU, towards the

NNI on the OLT. Allow the packet generator to complete its data trace for all UNI nm).

Expected result 1: Packet analyzer connected to the NNI on the OLT shall receive the
following number and type of packets for each of frame flows from each UNIy o) Of

ONU,,, as defined in Table 4-13:

— K frames for each of frame flows per UNI;, ym 0f ONUp,.

Table 4-13— Packets received by the packet analyzer in the upstream direction

Frame flow DA SA 3¢ VLANO-VID 2P
number
1 0x90-82-60-22-22-00 0x90-82-60-11-11-UNIy 0x2-01
2 0x90-82-60-22-22-00 0x90-82-60-11-11-UNI, 0x2-02
M 0x90-82-60-22-22-00 0x90-82-60-11-11-UNI y nimy 0x2-ONU,

Om represents ONU number.

®) The remaining fields in the VLLANO tag shall use IEEE Std 802.1Q-compliant values (default values). The

lowest octet in the VLANO VID is derived from the ONU number, represented in a 1 octet-wide format.

° The lowest octet in the MAC is derived from the UNI m, nm Number, represented in a 1 octet-wide format.
For example, for UNI,;, the MAC is equal to 0x90-82-60-11-11-01, for UNIy,;, the MAC is equal to
0x90-82-60-11-11-15.

Step3  Successful data encryption in downstream direction
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3.1 Start the packet analyzer. Start the packet generator in the downstream direction,
transmitting the test flow per Table 4-12 across the NNI towards each UNIynm) ON

ONU,,. Allow the packet generator to complete its data trace for all UNI, nm).

Expected result 2: Packet analyzer connected to each UNI, @ on ONUy, shall receive
the following number and type of packets for each of frame flows, as defined in Table
4-14.

— K frames for each of frame flows per UNIy nimy 0n ONU .

Table 4-14— Packets received by the packet analyzer in the downstream direction from
UNlm'n(m) on ONU,

Frame flow DA® SA VLANO-VID
number
1 0x90-82-60-11-11-UNI , ym) 0x90-82-60-22-22-00 not present

) The lowest octet in the MAC is derived from the UNIpmnmy Number, represented in a 1 octet-wide format.
For example, for UNI,;, the MAC is equal to 0x90-82-60-11-11-01, for UNIy,;, the MAC is equal to
0x90-82-60-11-11-15.

End of Test
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4.6. Group MG: Management

This test case group covers verification of the interoperability for eOAM management as defined in IEEE Std
1904.1, 13.1, 13.3, and 14.3.

46.1. eOAM RIS —4 VARV A vE—V 74—y FidER
4.6.1.1. REREREE L OEAK

Test configuration per 3.2.3 shall be used to complete this test case. If PON Protocol Analyzer is available,

test configuration per 3.2.4 may be used.

In this test case, ONUs shall operate in ReturnCode mode, as defined in IEEE Std 1904.1, 13.3.3.4. Each
eOAMPDU shall contain no more than one TLV, i.e., does not contain Object ID TLV.

4.6.1.2. B

This test verifies the interoperability for the eOAM sequence and message format between OLT and ONUs.

Specifically, the following conditions are tested:

— To get ONU System Info TLV (0xB7/0x00-40), as defined in IEEE Std 1904.1, 14.3.1.37, using
GetRequest/GetResponse eOAMPDU,

— To set VLAN Mode TLV (0xB7/0x00-0B), as defined in IEEE Std 1904.1, 14.3.1.5, using
SetRequest/SetResponse eOAMPDU, and

— To set PON-VID Value TLV (0xB7/0x00-15), as defined in IEEE Std 1904.1, 14.3.1.13, using
SetRequest/SetResponse eOAMPDU.

4.6.1.3. ABRTFIES IR S D RER
Start of Test
Step1 Initial configuration and provisioning
1.1 Connect all equipment as defined in the test setup configuration per 4.6.1.1.

1.2 Reboot ONUs or connect the PON link between ONUs and OLT to allow ONUs to
register at OLT.

Step2 eOAM sequence and message format test, GetRequest/GetResponse eOAMPDU
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21

2.2

2.3

Configure the OLT to send the GetRequest eEOAMPDU to get ONU System Info TLV
(0xB7/0x00-40) to a given ONU.

Expected result 1: The OLT shall transmit GetRequest eEOAMPDU.

The verification of this step may use vendor-specific mechanisms or PON Protocol
Analyzer and is outside the scope of this test case. Also, at the following expected results,

the verification methodology is outside the scope of this test case.

Wiait at least 1 second.

Expected result 2: The ONU shall transmit GetResponse eOAMPDU including ONU
System Info TLV without any error codes. The value of TLV shall be the same as the ONU

responds.

Repeat step 2.1 to2.2 for each ONU.

Step3  eOAM sequence and message format test, SetRequest/SetResponse eOAMPDU

3.1

3.2

3.3

3.4

3.5

End of Test

Configure the OLT to send the SetRequest eOAMPDU to set VLAN Mode TLV
(0xB7/0x00-0B) to a given ONU.

Expected result 3: The OLT shall transmit SetRequest eOAMPDU.

Wiait at least 1 second.

Expected result 4: The ONU shall transmit SetResponse eOAMPDU without any error

codes.

Configure the OLT to send the SetRequest eOAMPDU to set PON-VID Value TLV
(0xB7/0x00-15) to the ONU.

Expected result 5: The OLT shall transmit SetRequest eOAMPDU.

Wait at least 1 second.

Expected result 6: The ONU shall tansmit SetResponse eOAMPDU without any error

codes.

Repeat step 3.1 to 3.4 for each ONU.
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4.7. REROERHIE

A2~ EAAZE DR FIAICFEH S5 “Expected Result” Ziifiit L7=3H4&. AL 95, RBA
FHEIXHEE Z 812979
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A X7 VAR FI—O KEMEEGHABRER Fzv I UX b

Recorder
OLT ONU
Name Name
Affiliation Affiliation
TEL TEL
FAX FAX
Date and Time: [ (YYYY/MM/DD) From : To : (HH:MM)]
Testing Site: [ ]
Test Configuration [ ]
OLT: [Manufacture: Model No: ]
ONU: [Manufacture: Model No: ]
Group Step Sub-Step Pass/Fail Note
4.2 1 1.1 NA
i 1.2 NA
DCD 2 2.1
1 1.1 NA
431 L2 NA
UVM/TVM > 51
3 3.1
4.3.2 1 1.1 NA
UVM/TVM 1.2 NA
with 1.3 NA
multiple 2 2.1
ONUs 3 3.1
1 1.1 NA
4.4 1.2 NA
MC 1.3 NA
2 2.1
1 1.1 NA
1.2 NA
1.3 NA
éé 14 NA
15 NA
2 2.1
3 3.1

ar
N\
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Group Step Sub-Step Pass/Fail Note

1 1.1 NA

1.2 NA

2 2.1

2.2

4.6 2.3

MG 3 3.1

3.2

3.3

3.4

3.5

Note
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RTEH HEEH—
[Test Configuration #1]
OLT:

ONUs:

[Test Configuration #2]
OLT:

ONUs:

[Test Configuration #3]
OLT:

ONUs:

[Test Configuration #4]
OLT:

ONUs:

Note: Add a sheet(s) for the test configuration when filled up.
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